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10-section clinical governance outline structurally 

explicit for HSA dossier submission, including the 

specific lab equipment required for validation:

Phase 1: Computational & Temporal Constraints

Section 1. Orange Code CPU Cap (Governance by Scarcity)

•Governance Objective: Verify that the AI's CPU resources are physically hard-locked 

at a 1.1x baseline limit. This guarantees the AI is completely starved of the surplus 

computational power necessary to hallucinate or expand its scope (agentic drift).

•Required Lab Equipment: Technical Instruments / Power-Draw Monitors to measure 

physical hardware power draw and verify FPGA resource enforcement circuitry 

(pRegister P006).

Section 2. Sacred Pause™ Deliberation Timing

•Governance Objective: Prove that the hardware physically enforces a mandatory 25

–1000ms delay window before any kinetic command can propagate to the robot's 

actuators, ensuring a guaranteed physical window for human deliberation.

•Required Lab Equipment: Oscilloscope. Used to capture a signed trace of the 

circuit's activity driven by an independent 100 kHz oscillator, verifying the 

hardware delay accuracy down to ± 10 microseconds.

Phase 2: The 3ZEROS™ Privacy-by-Physics Protocol

This phase guarantees patient dignity by destroying biometric identity at the 

physical hardware layer, stripping raw 3D spatial data (captured via 905nm 

LiDAR) into a sterile 96-cell voxel grid before the AI processes it.
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Section 3. Zero Camera Affirmation

•Governance Objective: Validate the absolute physical absence of optical imaging 

hardware (no cameras) on the robot to prevent photographic surveillance of 

vulnerable, undressed, or confused elderly patients.

Section 4. Zero Audio Affirmation

•Governance Objective: Verify the total absence of microphone hardware and 

operating-system audio drivers to ensure no audio is ever captured or recorded.

Section 5. Zero Cloud Air-Gap Confirmation

•Governance Objective: Confirm that there is no TCP/IP route to any external 

network, proving the system is fully air-gapped and immune to remote cloud-based 

data exfiltration.

Phase 3: Sovereign Authorization & Accountability

Section 6. Tripartite .1x Key™ (PLC Logic) Audit

•Governance Objective: Audit the programmable logic controller (PLC) to ensure it 

strictly functions as an "AND" gate, requiring three simultaneous physical inputs 

(biological, cryptographic, and kinetic) to authorize movement.

Section 7. Iris Module Signing Keys Validation

•Governance Objective: Cryptographically validate the biological authorization token 

generated by the iris scanner to ensure it hard-expires in under 5 seconds, 

preventing hackers or compromised AI from spoofing delayed executions.

•Required Lab Equipment: Independent Cryptographic Tools. Auditors are strictly 

forbidden from using AI for this step and must use external, independent 

cryptographic workflows to validate the keys and ledger hash-chains.
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Section 8. Kinetic Foot Pedal Continuity Testing

•Governance Objective: Test the physical "proof of motion" authorization, ensuring a 

verified human is actively depressing the kinetic foot pedal (dry-contact switch) 

before the machine can move.

•Required Lab Equipment: Continuity Meter. Used to physically confirm the dry-

contact wiring continuity of the foot pedal circuit.

Phase 4: Data Integrity & Logical Isolation

Section 9. 24-Hour Data Purge Validation

•Governance Objective: Confirm that an automated purge daemon is actively 

running and successfully wipes all volatile short-term session memory on a strict 

cycle of under 24 hours.

Section 10. Total LLM Namespace Isolation

•Governance Objective: Verify that the language-model network namespace is 

physically and logically separated from all hardware controls. This ensures the AI 

has zero General-Purpose Input/Output (GPIO) or PLC access, physically denying 

the AI any ability to directly trigger actuators.

Continuous Evidence-Bound Vigilance Requirements

To satisfy the HSA's post-market surveillance demands, the framework also 

mandates real-time tracking via the WD117 Forensic Ledger. This hardware layer 

uses One-Time Programmable (OTP) silicon fuses to create unalterable Write-

Once-Read-Many (WORM) memory, proving absolute forensic finality. A failure at 

any point in these 10 sections will trigger the U7 Sovereign Brake, dropping low-

dropout (LDO) power rails in under 1.05 milliseconds and forcing the robot into a 

permanent state of mechanical stillness
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