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TITLE OF THE INVENTION

The disclosure relates to computer architecture, programmable logic, functional safety,
medical and cyber-physical systems, privacy-preserving sensing, human-machine
authorization, immutable event recording, and governance of artificial-intelligence
systems. More particularly, the disclosure relates to a deterministic hardware appliance
and associated methods that interpose a physically enforced governance boundary
between a non-deterministic artificial-intelligence advisory system and one or more
physical or consequential outputs, including clinical robotics, mobility enclosures, and

sensing limbs.

The present application describes the Kinetic Capstone of this architecture (referred to
herein as Patent M or A13nAIGE), in which the A13 execution-governance core is fully
realized through an integrated P+N+D hardware stack and A13a, A13b, and Al3c

embodiments.

STATEMENT REGARDING FEDERALLY SPONSORED RESEARCH OR
DEVELOPMENT

Not applicable.

THE NAMES OF THE PARTIES TO A JOINT RESEARCH AGREEMENT

Not applicable.

INCORPORATION-BY-REFERENCE OF MATERIAL SUBMITTED
ELECTRONICALLY

Not applicable. No sequence listing, large table, or computer-program listing is

incorporated by reference in this template.
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FIELD OF THE INVENTION

The disclosure relates to computer architecture, programmable logic, functional safety,
medical and cyber-physical systems, privacy-preserving sensing, human-machine
authorization, immutable event recording, and governance of artificial-intelligence
systems. More particularly, the disclosure relates to a deterministic hardware appliance
and associated methods that interpose a physically enforced governance boundary
between a non-deterministic artificial-intelligence advisory system and one or more
physical or consequential outputs, including clinical robotics, mobility enclosures, and

sensing limbs.

The present application describes the Kinetic Capstone of this architecture (referred to
herein as Patent M or A13nAIGE), in which the A13 execution-governance core is fully
realized through an integrated P+N+D hardware stack and Al3a, Al13b, and Al3c

embodiments.

BACKGROUND OF THE INVENTION

Artificial-intelligence systems, including large language models, machine-learning
controllers, diagnostic models, and probabilistic decision systems, may generate useful
recommendations while remaining non-deterministic. Conventional governance
approaches rely predominantly on software alignment, filtering, retrieval-augmented
generation, permissions, moderation, policy guardrails, red-team testing, and emergency-
stop commands. Such measures may reduce risk but remain susceptible to software
defects, privilege escalation, compromised dependencies, time-of-check to time-of-use
divergence, semantic ambiguity, model drift, network compromise, and bypass of

software-enforced restrictions.

In clinical robotics, mobility systems, eldercare monitoring, industrial control, defense,
aerospace, remote operations, and other high-stakes environments, an erroneous or
maliciously altered recommendation may lead to irreversible consequences. There is a
need for an architecture in which an artificial-intelligence system remains advisory,

physical authority is withheld by default, human commitment is required for consequential
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action, privacy boundaries are enforced at sensing hardware, and governed events are

recorded in a tamper-resistant manner.

There is also a need to translate probabilistic machine output into bounded deterministic
packets, reject anomalous or contradictory proposals before they reach an actuator,
provide an unavoidable deliberation interval, select embodiment-appropriate stopping
behavior, and maintain a forensic record that cannot be rewritten or used as a return

command path.

SUMMARY OF THE INVENTION

The disclosed architecture implements a non-agentic inversion in which intelligence
proposes, deterministic hardware governs, a human authorizes, a bounded execution
interface acts, and an immutable ledger records. An advisory processor is assigned
advisory-only rights and is physically or logically separated from an execution stratum. An
A7 controlled ingress bridge receives a proposal, performs or invokes validation and
translation, and forwards an accepted deterministic packet to an N12 deterministic

screening kernel and an A12 hardware governance core.

The hardware governance core may include a privacy layer, a deterministic deliberation
layer, and a forensic/fail-safe layer. A nominal 1 kHz master clock provides a 1.0 ms
supervisory cycle. A hardware timer enforces a selectable deliberation interval of 25 ms
to 1000 ms inclusive, independently of advisory-software scheduling. A Tripartite human-
authorization gate may require biological identity, cryptographic or possession-based

authority, and kinetic confirmation before output is enabled.

A privacy-preserving embodiment uses a 905 nm non-imaging LIDAR sensor and node-
local FPGA or FPPA voxelization to produce a 96-cell occupancy representation and
anonymized center-of-mass vectors. Raw point-cloud data terminates at a silicon privacy
boundary. A fail-safe U7 sequencer independently removes, isolates, holds, or controls
actuator energy. A design requirement may specify power severance in less than 1.05
ms from a validated trigger point TP-A to an actuator-rail isolation point TP-B; the 1.0 ms

supervisory cycle is a distinct quantity.
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A WD117 forensic ledger cryptographically chains events using SHA-3-512, obtains
attestation from an Al0Oa hardware root of trust, and stores records in WORM memory
and/or one-time-programmable fuse storage. The ledger has no actuator-command
return path. The default condition is P-LIFE 1.00 mechanical stillness or another

embodiment-appropriate safe state.
ADVANTAGES
e Prevents a non-deterministic Al proposal from directly actuating a physical
system.
e Creates an inspectable boundary between advisory inference and execution.
¢ Forces a non-bypassable hardware deliberation interval.
¢ Requires independent human-originated authorization factors.

e Prevents raw identifiable sensing data from leaving a privacy-preserving sensing
node.

e Provides deterministic rejection to stillness when uncertainty or faults arise.
e Provides embodiment-specific energy-control responses.

e Creates an append-only or write-once forensic record independent of the advisory
Al.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates an overall constitutional hardware-enforcement architecture separating

an advisory stratum from a deterministic execution stratum.

FIG. 2 illustrates an exploded P/N/D deterministic appliance including an outer
enclosure, privacy layer, deterministic layer, forensic layer, root of trust, and

power/safety compartment.

FIG. 3 illustrates an A7 controlled ingress bridge and N12 deterministic drift-screening

pipeline.

FIG. 4 illustrates a privacy-by-physics sensing node with 905 nm LiDAR, node-local

voxelization, a 96-cell grid, and a silicon privacy wall.

FIG. 5 illustrates a synchronous hardware-timed deliberation pipeline and timing
diagram.

FIG. 6 illustrates a Tripartite human-authorization gate with biological, cryptographic,

and kinetic factors.

FIG. 7 illustrates a U7 fail-safe energy-control sequencer and embodiment-specific

stopping responses.

FIG. 8 illustrates a WD117 immutable forensic ledger, SHA-3-512 chain, Al0a root of
trust, WORM memory, and OTP fuse finality.

FIG. 9 illustrates a comparison of observational P+N and kinetic P+N+D architectures.

FIG. 10 illustrates an A13 embodiment family including mobility, sensing, and clinical

robotic embodiments.
FIG. 11 illustrates a pre-deployment validation and measurement arrangement.

FIG. 12 illustrates a complete system state machine including nominal, failure, safe-

state, and re-arm transitions.

The drawings are schematic and not necessarily to scale. Like reference numerals

identify like or corresponding elements.
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REFERENCE NUMERAL SCHEDULE

Numeral

100

110

120

130

140

150

200

210

220

230

240

300

310

320

322

330

340

350

360

370

Element

overall architecture

Al advisory processor
advisory stratum

proposal data

execution stratum
consequential output

A7 controlled ingress bridge
ingress interface

N12 screening kernel
deterministic packet
reject-to-stillness path

A12 deterministic core
privacy layer

master clock

hardware timer/counter
deterministic layer
hardware-timed deliberation gate
safety FSM/KCL
deterministic output gate

forensic/fail-safe layer
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400

410

420

430

440

500

510

520

530

540

550

600

610

620

630

640

700

710

720

730

740

750

760

human authorization gate
biological identity input
cryptographic authority input
kinetic confirmation input
authorization-valid signal
A13 embodiment router
Al3a mobility embodiment
A13b sensing embodiment
A13c clinical robotic embodiment
actuator/output

bounded motion envelope
U7 fail-safe sequencer
hardware fault trigger

power isolator

actuator rail

safe-state holding mechanism
WD117 forensic ledger
event input

SHA-3-512 chaining circuit
Al0a root of trust

WORM memory

OTP fuse bank

one-way boundary
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800

810

820

830

840

850

860

900

910

920

930

940

1000

1010

1100

1110

1120

1130

1200

1210

1220

1230

1240

privacy-preserving sensing node

905 nm LiDAR

raw point cloud
voxelization engine
96-cell occupancy grid

silicon privacy wall

anonymized CoM output

human operator
nurse annunciator
isolated alert cable
facility IT boundary
local fail-loud alarm
compute limiter
1.1x cap circuit
mobility chassis
wheel module
seat/enclosure
controlled deceleration
robotic-arm base
arm joint

end effector
encoder

positional envelope
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1300

1310

1320

1330

1340

1350

1360

validation bench
oscilloscope
continuity meter
cryptographic verifier
network tester

TP-A

TP-B
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DETAILED DESCRIPTION OF THE INVENTION

Overall Architecture

Referring to FIG. 1, an overall architecture 100 includes an Al advisory processor 110
within an advisory stratum 120. The processor 110 generates proposal data 130 but has
no direct actuation rights. The proposal data 130 enters an A7 controlled ingress bridge
200 through an ingress interface 210. An N12 deterministic screening kernel 220 applies
predetermined checks and either produces a deterministic packet 230 or routes the

proposal to a reject-to-stillness path 240.

The deterministic packet 230 enters an Al2 deterministic core 300 in an execution
stratum 140. The core 300 withholds output during a hardware-timed deliberation interval,
receives an authorization-valid signal 440 from a human authorization gate 400, verifies
safety conditions using a finite-state machine or kinematic-constraint layer 350, and
enables a deterministic output gate 360 only when all required conditions are true. The
output gate 360 provides a bounded signal to an A13 router 500 and a consequential
output 150.

P/N/D Deterministic Appliance

Referring to FIG. 2, the A12 core 300 may be housed in a tamper-evident enclosure
having a privacy layer 310, a deterministic layer 330, a forensic/fail-safe layer 370, an
AlOa root of trust 730, and a power/safety compartment. The enclosure may include an
isolated backplane, mounting rails, EMI shielding, cooling paths, service panels, and an
external 1/0 bulkhead.

Controlled Ingress and Drift Screening

Referring to FIG. 3, the A7 bridge 200 may perform protocol isolation, buffering, packet
framing, deterministic schema translation, and replay protection. The N12 kernel 220 may
perform schema, provenance, uncertainty, contradiction, range, and freshness checks.

Passing these checks generates packet 230 but does not itself authorize actuation. Any
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required-check failure routes the current proposal to path 240 and may create a forensic

event.

Privacy-Preserving Sensing

Referring to FIG. 4, sensing node 800 may include a 905 nm LiDAR 810, a raw point-
cloud buffer 820, and a node-local FPGA or FPPA voxelization engine 830. The engine
830 generates a 96-cell occupancy grid 840 and anonymized center-of-mass vectors 860.
A silicon privacy wall 850 prevents the raw point cloud from egressing the node. In an

embodiment, the node physically lacks a camera, microphone, and cloud-network route.
Hardware-Timed Deliberation

Referring to FIG. 5, a master clock 320 operates nominally at 1 kHz, corresponding to a
1.0 ms supervisory cycle. A hardware timer/counter 322 enforces a selectable
deliberation interval of 25 ms to 1000 ms inclusive. The interval is independent of
advisory-software scheduling. Output remains disabled until the interval completes,

authorization is valid, and the safety FSM/KCL 350 indicates a safe condition.

Human Authorization

Referring to FIG. 6, authorization gate 400 receives a biological identity input 410, a
cryptographic or possession-based authority input 420, and a kinetic confirmation input
430. The factors may be independently isolated and validated. An iris-derived token may
expire in less than five seconds. No two-of-three fallback is provided. Dropping or
invalidating a required factor withdraws authorization-valid signal 440.

Fail-Safe Energy Control

Referring to FIG. 7, U7 sequencer 600 receives a hardware fault trigger 610 and operates
isolator 620 to control actuator rail 630. A design requirement may specify a severance
time less than 1.05 ms from trigger point TP-A 1350 to isolation point TP-B 1360. The 1.0
ms supervisory cycle of clock 320 is not the severance time. The response is

embodiment-specific: immediate de-energization for a free-space arm, mechanical
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holding for a load-bearing mechanism, or controlled deceleration for an occupant-carrying

mobility system.
Immutable Forensic Accountability

Referring to FIG. 8, ledger 700 receives event input 710 and chains records with SHA-3-
512 circuit 720. Root of trust 730 attests the chain. WORM memory 740 and OTP fuse
bank 750 provide irreversible or write-once finality. A one-way boundary 760 prevents the
ledger from issuing an actuator command. A ledger-integrity or tamper fault can

independently trigger the fail-safe sequencer 600.

Observational and Kinetic Architectures

Referring to FIG. 9, an observational architecture may include sensing embodiment 520,
privacy layer 310, deterministic monitoring layer 330, an isolated alert cable 920, and
nurse annunciator 910, without an actuator path. A kinetic architecture additionally
includes D-layer 370, authorization gate 400, fail-safe sequencer 600, ledger 700, and
router 500 controlling an actuator. These architecture labels do not alone establish a

regulatory classification.

A13 Embodiments

Referring to FIG. 10, A13 router 500 may select among a mobility embodiment 510,
sensing embodiment 520, and clinical robotic embodiment 530 according to a hardware-
protected configuration. Mobility embodiment 510 may include chassis 1100, wheels
1110, seat 1120, and controlled-deceleration path 1130. Clinical robotic embodiment 530
may include base 1200, joints 1210, end effector 1220, encoders 1230, and a bounded
positional envelope 1240. A value of £0.05 mm, where used, is a positional tolerance and

not a jerk value; jerk is separately expressed in mm/s3.
Validation Arrangement

Referring to FIG. 11, validation bench 1300 may include oscilloscope 1310, continuity

meter 1320, cryptographic verifier 1330, and network tester 1340. Measurements may
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include the 1 kHz clock, the 25-1000 ms deliberation interval, the TP-A-to-TP-B energy-
isolation interval, authorization continuity, hash-chain integrity, absence of reverse
commands, and absence of raw point-cloud egress. Design requirements are not treated
as measured performance until evidence is obtained using calibrated instruments and

traceable procedures.

System State Machine

Referring to FIG. 12, the system state machine begins in power-on self-test and enters
P-LIFE mechanical stillness. A proposal progresses through controlled ingress,
deterministic screening, packet validation, hardware hold, human authorization, safety
verification, bounded execution, forensic commit, and return to stillness. Failure states
include proposal rejection, raw-egress blocking, authorization timeout, tamper
invalidation, ledger fault, fail-safe braking, fail-loud alarm, and safe-state verification. Re-
arm requires a verified safe state and renewed human authorization; automatic restart is
prohibited.

EXAMPLE IMPLEMENTATIONS

¢ Clinical and surgical robotic systems.

e Privacy-preserving eldercare sensing and fall alerts.
e Occupant-carrying mobility systems.

¢ Industrial automation and critical infrastructure.

e Defense, aerospace, and remote systems.

¢ Digital decision systems where hardware-independent commitment and
accountability are required.

INDUSTRIAL APPLICABILITY

The architecture can be manufactured using programmable logic, safety controllers,
secure elements, non-imaging ranging sensors, isolated interfaces, relays, motor-drive

safety inputs, mechanical brakes, write-once memory, cryptographic circuits, and
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conventional actuators. It is applicable wherever probabilistic computation must be

prevented from independently causing a consequential action.
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CLAIMS

1. A constitutional hardware enforcement system for governing an artificial-intelligence

advisory processor, comprising: an ingress bridge forming a controlled ingress
path from the advisory processor; a deterministic screening kernel configured to
accept or reject an advisory proposal and generate a bounded deterministic
packet; a synchronous hardware governance core configured to withhold a
consequential output during a hardware-timed deliberation interval; a human
authorization gate independent of the advisory processor; an execution interface
enabled only after verification of the packet, the interval, and an authorization
state; a fail-safe energy-control mechanism independent of the advisory processor;

and a write-once or append-only forensic ledger.

2. The system of claim 1, wherein the hardware governance core comprises a privacy

layer, a deterministic layer, and a forensic/fail-safe layer.

3. The system of claim 1, wherein the hardware governance core operates in a

nominal 1 kHz synchronous clock domain providing a 1.0 ms supervisory cycle.

4. The system of claim 1, wherein the hardware-timed deliberation interval is enforced

by a programmable-logic counter independently of software scheduling.

5. The system of claim 4, wherein the deliberation interval is selectable from 25 ms to

1000 ms inclusive.

6. The system of claim 1, wherein the human authorization gate requires a biological

identity factor, a cryptographic or possession-based authority factor, and a kinetic

confirmation factor.

7. The system of claim 6, wherein the biological identity factor generates a token

having a validity period less than five seconds.
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8. The system of claim 1, wherein the ingress bridge translates semantic or

probabilistic proposal content into a deterministic packet containing bounded

output parameters.

9. The system of claim 1, wherein the deterministic screening kernel rejects

contradictory, malformed, stale, unprovenanced, uncertain, or out-of-range content

and maintains a stillness state.

10. The system of claim 1, further comprising a privacy-preserving sensing node

having a non-imaging ranging sensor and node-local voxelization circuitry.

11. The system of claim 10, wherein the sensor comprises a 905 nm LiDAR array and

the circuitry produces a 96-cell occupancy grid and center-of-mass vectors.

12. The system of claim 10, wherein raw point-cloud data is prevented from egressing

the sensing node by a hardware privacy boundary.

13. The system of claim 1, wherein the fail-safe energy-control mechanism comprises

a one-shot sequencer and a physical or solid-state isolator.

14. The system of claim 13, wherein the fail-safe energy-control mechanism is

configured according to an embodiment to perform immediate de-energization,

mechanical holding, or controlled deceleration.

15. The system of claim 13, wherein an electrical isolation requirement is less than

1.05 ms measured from a validated hardware trigger point to an actuator-side rail-

isolation point.

16. The system of claim 1, wherein the forensic ledger cryptographically chains event

records using SHA-3-512.

17. The system of claim 16, further comprising a hardware root of trust and WORM

memory, OTP fuses, or another irreversible storage mechanism.
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18. The system of claim 16, wherein the ledger has a unidirectional event input and no

actuator-command return path.

19. The system of claim 1, wherein the execution interface controls a clinical robotic

arm, a mobility system, an eldercare apparatus, an industrial machine, or a remote

platform.

20. A method of hardware-enforced artificial-intelligence governance, comprising:

receiving an advisory proposal through a controlled ingress bridge;
deterministically screening the proposal; rejecting a failed proposal to a stillness
state; translating an accepted proposal into a bounded deterministic packet;
imposing a hardware-timed deliberation interval; independently receiving human
authorization; enabling a consequential output only after hardware verification;
monitoring the output using a safety state machine; and recording an event chain

in write-once or append-only storage.

21. The method of claim 20, further comprising detecting a fault and independently

removing, isolating, holding, or controlling actuator energy.

22. The method of claim 20, further comprising voxelizing non-imaging spatial data

inside a sensing node and transmitting only anonymized spatial vectors.

23. A privacy-preserving sensing node comprising: a hon-imaging ranging sensor; a
local hardware voxelization circuit; a hardware boundary preventing raw sensing
data from egressing the node; and an output gate configured to output anonymized

spatial vectors.

24, A forensic accountability apparatus comprising: an event input; a cryptographic

chaining circuit; a hardware root of trust; and a write-once storage device, wherein

the apparatus has no actuator-command return path.

25. The system, method, sensing node, or forensic accountability apparatus of any

preceding claim, wherein failure to verify a required state causes mechanical

stillness, energy isolation, controlled stopping, or a fail-loud local alarm.
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ABSTRACT

A constitutional hardware enforcement architecture interposes deterministic apparatus
between a non-deterministic artificial-intelligence advisor and a consequential output. A
controlled ingress bridge and deterministic screening kernel translate accepted proposals
into bounded deterministic packets. A synchronous P/N/D governance core imposes a
non-bypassable hardware-timed deliberation interval and withholds output pending
independent human authorization. A privacy embodiment performs node-local
voxelization of non-imaging ranging data and permits only anonymized vectors to cross
a silicon privacy boundary. A fail-safe sequencer independently removes, isolates, holds,
or controls actuator energy. A write-once forensic ledger cryptographically chains
proposal, screening, authorization, execution, and fault events under a hardware root of
trust. The default state is stillness or another embodiment-appropriate safe state.
Applications include clinical sensing, medical robotics, mobility, industrial control, critical

infrastructure, defense, aerospace, and remote systems.
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FIG. 3
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FIG. 5 — SACRED PAUSE SYNCHRONOUS TIMING PIPELINE AND HARDWARE-ENFORCED DELIBERATION WINDDW
PANEL A — SYNCHRONOUS BLOCK ARCHITECTURE
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TPAUSE = 25-1000 ms inclusive (HARDWARE TIMER [322])

CANONICAL TIMING METRICS — ARCHITECTURE REQUIREMENTS / DESIGN INTENT ONLY (NOT INDEPENDENTLY MEASURED]

fCLK = 1 kHz nominal hardware master clock.

TCLK = 1.0 ms supervisory cycle.

TPAUSE = 25 ms to 1000 ms inclusive, enforced by hardware timer/counter 322.

TSEVER < 1.05 ms is the separate U7 power-severance requirement measured TP-A to TP-B (FIG. 7).
TCLK IS SUPERVISORY RESOLUTION; TCLK is NOT EQUAL TO TSEVER.

Passing the pause does not itself authorize actuation; AUTH VALID 440 and FSM_SAFE are also required.

PACKET ACCEPTED -> HARDWARE HOLD -> COUNTER COMPLETE -> HUMAN AUTHORIZATION -> FSM-SAFE OUTPUT
NO SOFTWARE SLEEP, THREAD OR SCHEDULER DEFINES THE DELIBERATION WINDOW
REF: 230 PKT | 231 REG | 232 ISO | 234 IFACE | 240 REJECT | 244 STILLNESS | 300 A12 | 320 CLK | 321 CIM | 322 TMR | 323 DUR-REG | 324 SEL | 325 SYNC | 326|CNT | 327 TA

FIG. 5
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FIG. 6 — TRIPARTITE HUMAN AUTHORIZATION GATE WITH BIOLOGICAL, CRYPTOGRAPHIC AND KINETIC FACTORS
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APPLICANT / INVENTOR: KOH WUI KIAT, EDWIN
THIS DRAWING IS FOR PATENT DISCLOSURE PURPOSES ONLY — NO REGULATORY APPROVAL, NO CLINICAL USE CLAIM
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FIG. 6
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NO AUTOMATIC RESTART
A12: SAFETY FSNI/KCL MODULE — I- — — —HOMAN-AUTHORTZED RE-ARMONLY — — i |—> WD117 LEDGER
N12: DRIFT-SCREEN / REJECT E$CALATION Lyl 700
WD117: IMMUTABLE FORENSIC UEDGER EVENT IN 710: FAULT SRC, U7 STATE,
CH CMD, CONTACTOR FB, TP-A, TP-B,
[(OT TR TP-5 TIVING DIAGIAN SAFE STATE_RE_ARM ID, EMBODIMENT |
TIMING DIAGRAM — TP-A TO TP-B SEVERANCE z
>t SHA-3-512720 I —l ONE-WAY BDY 760 I
L TCLK TICKS (1.0 ms each) — DISHINGT FROM TSEVER™ FIELDS: FAULT SRC | EMBODIMENT | U7 STATE
TP-A| TP-B | ELAPSED | RAIL V | SAFE STATE
FAULTSRC610. ] OP RE-ARM IDENTITY | CHAIN HASH
TP-ATRIG 1350
U7 LATCHED 601 [
CH-AISO 621A
CH-B 1SO 621B [
RAILV TP-B 1360
ISO FEEDBK 623 _ _ _ _ _ _ G T e e e e e e = i
SAFE STATE 660 =
H CONTACTOR MISMATCH CASE 1
FAIL LOUD 940 | CH-A OPENS; CH-B FAILS CLOSED |
| DISCREPANCY MON 604 => ALARM |
TSEVER <1.05 ms | SAFE RESPONSE-NOREARM J

FAULT DETECTED -> U7 LATCHED -> ENERGY CONTROLLED / ISOLATED -> SAFE STATE VERIFIED -> HUMAN RE-ARM
DEFAULT ON UNCERTAINTY, POWER LOSS OR FEEDBACK DISCREPANCY: EMBODIMENT-APPROPRIATE SAFE STATE

F IG . 7 APPLICANT: KOH WUI KIAT, EDWIN
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USPTO NONPROVISIONAL UTILITY APPLICATION -

WD117 I‘IIMUTABLE FORENSIC LEDGER | SHA-3-512 EVENT CHAIN | A10a ROOT OF TRUST | WORM MEMORY AND 01|P FUSE |

[A] GOVERNED EVENT SQRRBESHDO0 / INPIHI ISOLAFOHS 705A-T 720 730
FORENSIC COPIES ONLY — NO CONTROL ALATERQRITY SHA-3-512 HASH CHAIN ENGINE A10a HARDWARE
711Advisory Proposal Evdnt _, cec, | INPUT MUX Hn = SHA-3-512( DOMAIN || SEQn || EVENTn || Hnf ) ROOT OF TRUST
SRC-ID | TS | RDY 72Event Framin NO AVADVISORY WRITE ACCESS
VN Sooe 9 A73Prev-Hash Reg | |732}urrent Evt Reg - -
e IDn%'[SeS;DYECIS.On » 7055 Py = 74immutable Device Identity
D11 | 723ono. Seq. Cir 73%oncatenation / Domain-Separation Block 74%ecure Boot / Meas. Start
71N12 Screening Resul »zoscl [727rusted TS Ctr
SRC-ID | TS | RDY Lk 7348HA-3-512 PERMUTATION CORE T43\ttestation-Key Sec. Elem.
714&acred Pause Start/Epd o ... [ |72%8rcID/Evt-Type K Keccak-1600 | 512-bit digest | 24 rounds 744W Random / Nonce Src
e P 7555
SRC I.D ! T'S | RDY 7293§oad Serializé 7352urrent.rHash Reg| |73€hain Comparator| ATTEST 745igned Attestation Engine
715Tripartite Auth Factor o = L& HASH BB 6lonotonic Anti-Rollback Ctr
SRC-ID | TS | RDY o "\‘1 |726eRay Detector 73Beq. Continuity Chk [7381ash Output Bus i onoloniciin
71@&xec-Enable /A13 Acfion o ..~ Yo | S 1]|74Lifecycle State Register
FO5F -Test / KAT P
SRC-ID | TS | RDY i [Ferazity FofeiTest) o \ || TAMPER SENSORS:
71007 Brake | Power-1so vt .- || [72€vht Queue {HASH CHAIN LINKS: | \ ! |[748a 7485 l7asc lfrasp ]
SRC-ID | TS | RDY o i[sEQn-2 SEQN-1 / 74%ey-Zeroisation Circuit
71&rivacy-Wall / Egress Blk o -, EV Qg‘:’] HIN-2] ! 1
SRC-ID | TS | RDY P mTEES i 1 IANJTE'—?IR,\‘II;GOFEI;I'_\I;UTS I
e
719Tamper / Service Accqdss FAUL @&@MEAS / LOG INTEGRITY H
SRC-ID | TS | RDY | »-Fe8 APPE'E"O I |FAILURE INTEGRITY 1
E \{’ 755 VERIF. CHALLENGE
770ervice Terminal | |774Audit Interface READ ONLY 74) WORM STORAGE CONTROLLER; ,
" ) It e e T e - - 756 hTTES
Facility IT / Audit Constrained Read [75Rppend Pointer | [752ddress Decoder | =+ =
WRITE-ONCE CELLS 753A-H: Iy COLLGCTOR
— 1 7O MTRESTATION OUT
1330Crypto Verifier  |epiey g 7534 Z|753 Open=Unused | - Hash Mismatch (736)
Attestation Check 75385 753|753 753¢] X=Programmed I - Seq. Discontinuity (737)
hroasicN WORM Write Fail (758)
77TCANNOT WRITE OR COMMAND [75®Read-Only Audit P¢f75Program-V Controlle > - Fuse-Program Fail (764)
783 HUMAN-AUTH SERVICE/RECOVERY GATE [758vrite-Verify Compdrfts@ank Lock Indicato} ’T*;,?‘i:fg;e:;ﬁ?iéfg))
No Rewrite of Prior Recdrds ERASE / OVERWRITE PATH: PHYSICALLY ABSENT | - Anti-Rollback Viol. (746)
OUTPUTS:
244P-LIFE Safe State EAIL-SAF 7%’%1 ;a Invalidated State
[1] FORENSIC EVENT RECORD — SYMBOLIC FORMAF [€ = = !U7 600/610 FAIL-SAFE TRIGGER
SYMBOLIC RECORD FORMAT — NOT MEASURED TEST DATA | NSRRIV A== 9400cal Fail-Loud Alarm |
SEQ _[SOURCHTYPE TIME | STATE/VALUE|PREV HASH| CURREN | HA Sl 6mtithidvnb e 78Reserved Emergency Cell |
n2 [N12  |ScCREEN_Aags [vALiD Hn-3] HIn-2] IIS!éﬁQ]T
LOTP FINALITY I
n1 [AUTH |FACTORS_MALID|VALID Hin-2] Hin-1] llsﬁjrsg E'_ﬁgﬁwg 750A-750L: |
— — —_—— v
n fuz BRAKE_TRIBGERFAULT Hin-1] Hin) [ 75]§Uﬁ;§m7§$ 750E_750F
[J] COMMIT / FINALITY TIMING DIAGRAM — SIGNALJJRA W
1. EVENT_READY 76Fuse-Addr Deco“z?ﬁ?rogram Pulse Driver|
710 | 76®rog-Current Mon|.768low-Verify Compara
2. FRAME_VALID 76%5inality Latch 76@hysical Irrev. Indicat
727 | FINALITY COMMIT: AFTER WORM VERIFY +A10a ATFEST ONLY

3. HASH_BUSY
734

4. HASH_VALID
735 I

5. A10a_ATTEST
745 |

6. WORM_PROG
757 |

7. WORM_VERIFY
758 |

FAIL HERE PREVENTS OTP PROG

8. OTP_PROG_PULSE
762 -

9. OTP_VERIFY_OK
764 |

10. FINALITY_LATCHED
765 LATCHED

ITAMPER EVENT (748A-D): IMTEDIATELY INVALIDATES Aj0a + TRIGGERS U7 (600/610) — INDEPENDENT OF COMMIT COMPLETION
TAMPER

I . d

10 tt T 1S L5 15 10 17

WD117 EVENT -> CANONICAL FRAME -> SHA-3-512 CHAIN -> A10a ATTESTATION -> WORM VERIFY -> OTP FINALITY
ROBTROOTRASTRUSE THE LEDGER RECORDS GOVERNANCE EVENTS; IT CANNOT COMMAND THE GOVERNED SYSTEM

FIG. 8
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USPTO NONPROVISIONAL UTILITY APPLICATION -

FIG. 9 — OBSERVATIONAL P+N ARCHITECTURE AND KINETIC P+N+D ARCHITECTURE
ADVISORY STRATUM [120]

ADVISORY ONLY — ZERO DIRECT ACTUATION RIGHTS — SINGLE CONTROLLED INGRESS
Al ADVISORY [110] NON-B1 SHELL [¥¥8bHosAL [130] | A7 INGRESS BRIDGE [200] DET. PACKET
Non-Deterministic — ify/Recommend[ . - _me;) [230]
Processor [~ o Actuation Rightd andidate Acti N12 SCREENING KERNEL [220] Screened

T
~ i |
Al DIRECT OUTBEHEARIR4R > P-LIFE STILLNESS RRETWRMI7 ¥ REECT/SCREEN FAIL
y s
————————————————— Regi02] f| TIERSELECTOR[201] fE— — oo — — —

Config A Config Router — HW Controlled
Integrity Reg[202] + Monitor{203]
, ABCH Mon[203]  RCANNOT BE ESCALATED BY ADVISORY SO E
Y — \'2
> Sl A2
OBSERVATIONAL ARCHITECTURE'Z p+N KINETIC ARCHITECTURE — P+N+D
Tier Boundary [141] Tier Boundary [142]

A13b SENSING NODE [520]
| 905 nm LiDAR [810] |

\\ —_—

: 3ZEROS STRIP

1 Camera Absent [870]
: Audio Absent [872]
1
1

P-LAYER BOUNDARY [310B] — KINETIC
Input: A13b Spatial Vectors [85?8] / Deterministic Sensor Data

Cloud Route Absent [874]
(Where A13b sensing used)

RFW Point Cloud [820] — LOCAL ONll-Y A12 DETERMINISTIC CORE [300B] — KINETIC

N-LAYER [330B]

Master Clock [320B] Sacred Pause [340B]
fCLK=1 kHz | TCLK=1.0 ms TPAUSE=25-1000 ms incl.
¥ Y

[ FPGAFPPA Voxel Engine [830] |

[ 96-Cell Occupancy Grid (840 |

[ siLicon PRIvACY wALL [850] |
v

oM Vector Output [860] — Anonymize
pet— =local

| P-LAYER BOUNDARY [Z’il 0] — OBSERVATIONAL I

Deterministic Logic Pause+FSM+Auth Required

Safety FSM / KCL [350B] H Det. Output Gate [3608B] |

[TCLK I= TSEVER | TSEVER <1.05 ms TP-A to TP-B (Design Req)
ISupervisory: TCLK=1.0 ms | TCLK # TSEVER
[TSEVER <1.05 ms design requirement pending measyrement

A12 DETERMINISTIC MONITORING CORE [300A] |LAYER [370B] — MANDATORY FOR KINETIC ARCHITECTURH

N-LAYER [330] HUMAN AUTH GATE [400] HUMAN OPERATOR
Alert Hold Gate [340A Biological Identity [410] [900B]
| Master Clock [320] I"| HW-Ti o[ad0A] Cryptographic Authority [420] Tripartite Authorization

Kinetic Confirmation [43f

Monitor FSM [350A] f1 115]:
ObservatioLaI ) Alert Gate [360%?; ify[OHIEI

|
No Actuation AUTH VALID [440]

2
‘ | A13 EMBODIMENT ROUTER [500] I
SUPPORTED OUTPUTS: ALERT / DISPLAY / RECORD
Caregiver. Acknowledgement—NoiActuator Command | A13a[510] | | A13c Clinical Robotic [530] | | Actuator [540]
Y T
\ Bounded Actuator Output — No Al-Direct Motion
NURSE ANNUNCIATOR HUMAN CAREGIVER N - ol -
TERMINAL [910] : / NURSE [900A] Stop: De-energise / Mech. Hold / Decel — Embodiment Selected
Acknowledges Alert U7 FAIL-SAFE Power Actuator Rail
Isolated Alert Cable [920 H
No TGPIP Route to Sensor | SEQ.[600] || Isolator(620] [ (630)
e Y 4

| WD117 EVENT LEDGER [700A] — Write-Only Branch (optional) !
1 One-Way Boundary [760A] — No Return Command !

WD117 FORENSIC LEDGER [700B] :

SHA-3-512 Hash [720] | A10a Root [730] | WORM [740] / OTP [750] !
One-Way Boundary [760B] — No Return Command Path :

| NO ACTUATORTNOHRINEFHGCEXECUTIONPATH || " oo o e e e |

FA

llJI*E RESPONSE: Local Fail-Loud Alarm [940A] + No Action / Continued

WORKFLOW: WORKFLOW:
SENSE +> MI 5 5 > RelbRBROPOSE -> SCREEN -> PAUSE -> HUMAN AUTHORIZE -> BOUNDED EXEC|> RECORD
Py (S0 MIBursdb DRz e 5T = NY SN S PRG e HEVER <1.05 ms TP-A TO TP-B — DESIGN REQUIREMENT (Pending Measurem

SHARED ISOLATION BOUNDARY — FACILITY IT [930] AND CLOUD/NETWORK [932] OUTSIDE DETERMINISTIC PATHS
| X No Raw Point-Cloud Route X No Facility-IT Actuator Route X No WD 117 Return Command X No Non-B1 Direct Actuation
1 Isolated Alert Cable [920] to Nurse Annunciator [910] PERMITTED | No TCP/IP to Sensor or Alert Control

AUTHORITY / OUTPUT COMPARISON MATRIX

PARAMETER OBSERVATIONAL P+N [141] KINETIC P+N+D [142]
INPUT TYPE Anonymized vectors / advisory data Deterministic packet [230]
PRIVACY BOUNDARY Silicon Privacy Wall [850] P-Layer Boundary [310B]
HUMAN ROLE Caregiver acknowledges / intervenes Tripartite authorization required [400]
ALLOWED OUTPUT Alert / display / record Bounded actuator command [540]
PROHIBITED OUTPUT No actuator command (barred) No Al-direct motion
FAIL-SAFE / FORENSIC Fail-loud [940A] + stillness | Write-only [700A] | D-layer optiona| U7+safe-state [244B] | WD117 WORM/OTP [740/750] | D-layer|rgandatory

OBSERVATIONAL: SENSE -> ANONYMIZE -> MONITOR -> ALERT -> HUMAN RESPONSE -> RECORD
KINETIC: PROPOSE -> SCREEN -> PAUSE -> HUMAN AUTHORIZE -> BOUNDED EXECUTION -> RECORD
ARCHITECTURE TIER IS HARDWARE-CONFIGURED; ADVISORY SOFTWARE CANNOT ESCALATE AUTHORITY

No regulatory class stated. No ir A i ion or clinical validation implied.
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USPTO NONPROVISIONAL UTILITY APPLICATION -

A13

A12 DET.
CORE 300

DET. PACKET
INPUT 230

HW DELIB.

CONFIG. REGISTER 501

A13 ROUTER 500
EMBODIMENT EXEC.
INTERFACE

_.I

A Dvlsg Al CANNOT SELECT/ESCALA]

CHANNEL 503C
A13¢c ROBOT

CT AI-TO-EMBODIMENT BARRED)

SAFE 350

COMPLETE 333 AND
HUMAN AUTH DIR
VALID 440
FSM/KCL PACKE

_VALID A PAUSE_COMPLETE A AUTH_VA

AP SH SR EE X EmBODIMENT_CONAIG ¥

WD117 700 A10a ROOT OF
EVENT LOG TRUST 730
CONFIG ATTESTATION
_.l CHANNEL 503A |_
i SaMOBL Iy EVENT INPUT 710 I U7 FAULT
— — HANDLER 600
CHANNEL 5038 | ONE-WAY LEDGERTB0™ ~ Al
A13b SENSING q
1
1

y DIMENT ROUTING IS HARDWARE- CONF/GUiED ADVISORY Al CANNOT REASSIGNAUTHOR!T

ERVING SEIWGMHCLINICA} R

1S &l

ANTI- TIP / FLOOR STRUCTURE
— = = —PERMITTEDM:

« 1 woronDR.

STEER/VEL
CMD 1123

KCL FPGA
CTRL 1122

ENC FB
1

l MECH HOLDING 1136 H P-LIFE SAFE 244A I

CATEGORY 1 CONTROLLED-DECELERATION DESIGN BEHAVIOR

NTROLLED DECEL PATH 1130 proximiTy SENS. 1134
RAMP GEN 1131 DECEL MON 1§32 Col

SA+-TORQUE-OFF | BRAKE lT*ZANUAL/A‘ITENDANTﬁQ@A H—

DEN CAT.0 ASSUMED FOR OCCUPANT TRANSPORT UNLESS SEPARATELY JUBTIFIED

NOTTO

1
| |
|

Qxel ENG 830 |

| Ke]

910

SURG TRAJ

HW ENV.GEN
1240

LINK 1211A

J1210A

~

[e}e] (e] z?
BASE PEDES_AlA 0|

D ouwumFE SAFE 2448 _|

KCL JOINT ENABLE CHAIN | [RESID. ENERG!
CTRL 1242 1244A/8 GUARD 628A

=
X
m
o
m,
F2)
il
i

ARE-ZONE BED EXT

CA! NE FLOOR

SENSING / ANONYMISATION ONLY
NO ACTUATION RIGHTS

CANNOT DIRECTLY DRIVE A13¢c ACTUATOR

TRAJ COMP
1243

STO INPUT
627A

CLINICIAN
PENDANT 1245

POSITIONAL TOLERANCE WHERE APPLICABLE: +/-0.05 mm
JERK LIMIT (mm/s3): EMBODIMENT-SPECIFIC — VALUE TBD
FREE-SPACE CATEGORY 0 DESIGN B B
LOAD-BEARING CONFIGURATION REQ
FAULT PATH TO U7 600 AND SAFE STATE 244C

CROSS-ROUTING PROHIBITIONS (HARDWARE ENFORCED)

A13a CMD CANNOT ENTER A13b SENSOR OUTPUT | A13b CoM CANNOT DIRECTLY DRIVE A13¢c ACTUATOR | A13c TRAJECTORY CANNOT ROUTE TO A13a WITHOUT APPROVED CONFIG.

CRITERION A13a 510 — MEDICAL MOBILITY Afi3b 520 — SENSING LIMB ~ A13c 530 — ROBOT
PRIMARY FUNCTION Occupant mobility transport Privacy-preserving sensing Clinical/surgical manipulation
INPUT Bounded velocity commands 905 nm LIiDAR returns

Bounded deterministic trajectory

ALLOWED OUTPUT

Wheel drive motion commands

Anon. CoM vectors / alert

Bounded tool motion

HUMAN ROLE

Occupant / attendant

Caregiver / nurse response

Clinician / teach pendant

MOTION / SENSING BOUNDARY

Chassis motion envelope 1137

Silicon Privacy Wall-860.04 mm positional where appli

®

STOP / SAFE BEHAVIOR
(BY DESIGN)

Cat.1 controlled decel. + parking brake

De-energise (free-space) or hold

Faikloud'fno:output (load-bearing) by embodiment

FORENSIC RECORD

WD117 700

WD117 700 WD117 700

VALIDATION EVIDENCE

Lab / relevant-environment

testing pending

Privacy / coverage
testing pending

Precision / force / clinical
validation pending

SCALE: SCHEMATIC / NOT TO SCALE

ALL DIMENSIONS IN mm UNLESS NOTED

POSITIONAL TOLERANCE WHERE APPLICABLE: +/- 0.05 mm
JERK LIMIT (mm/s3): EMBODIMENT-SPECIFIC — VALUE TBD

REVISION BLOCK

REV: A NAIGE-PCT
[SHEET: 10 OF 10APPLICANT:
DATE: 2025 KOH WUI KIAT E.

ONE DETERMINISTIC GOYERNANCE CORE — THREE HARDWARE-H
EMBODIMENT-SPECIFIC FUNCTION, AUTHORIZATION, MOTION ENVELOPE AND SAFE-STATE RESPON$E

NO HARDWARE BUILT / VALIDATED CLAIMS UNLESS SEPARATELY EVIDENCED. NO REGULATORY APPROVAL, CLINICAL VALIDATION OR CEl
STOPPING BEHAVIOR LABELS REPRESENT DESIGN INTENT ONLY. CATEGORY 0 NOT ASSUMED FOR OCCUPANT TRANSPORT WITHOUT SEPARATE JUSTIFICATION.

OUNDED EMBODIMENTS

IFICATION IMPLIED.

REF: 1243-TRAJCOMP 1244A/B-ENABLE 1245-PENDANT 1246-PAT

REF: 230-PKT 244A/B/C-SAFE 300-A12 333-PAUSE 350-FSM 440-AUTH 500-ROUTER 501-CONFIG 502-INTEGRITY 503A/B/C-CH 510-A13a 520-A13b 530-A13c 600-U7 627A-STO 628A-RESID

REF: 700-WD117 710-EVENT 730-A10a 760-ONEWAY 800-NODE 802-TAMPER 803-EMI 804-PWR 810-LIDAR 820-PTCLOUD 830-VOXEL 840-GRID 850-WALL 860-CoM 870-NOCAM 872-NOAUDIO

REF: 874-NOCLOUD 880-OCC 910-ANN 920-CBL 940-ALARM 1100-CHASSIS 1110A-D-WHEEL 1120-SEAT 1121-OCC 1122-CTRL 1123-CMD 1124A/B-FB 1130-DECEL 1131-RAMP 1132-MON 1133-BRAKE
REF: 1134-PROX 1135-MANUAL 1136-HOLD 1137-ENV 1200-BASE 1210A-F-JOINT 1211A-E-LINK 1220-EE 1221-TOOL 1222-LCK 1223-FT 1224-STERILE 1230A-F-ENC 1240-ENVGEN 1241-WKENV 1242-KCL

FIG. 10

A13 EMBODIMENT FAMILY: A13a MEDICAL MOBILITY ENCLOSURE,
A13b PRIVACY-PRESERVING SENSING LIMB, AND A13c CLINICAL ROBOTIC PLATFORM

KOH WUI KIAT, EDWIN - NAIGE
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USPTO NONPROVISIONAL UTILITY APPLICATION -

FIG. 11 — PRE-DEPLOYMENT VALIDATION AND MEASUREMENT ARRANGEMENT

B TIMING MEASUREMENT ______

VALIDATION BENCH 1300 OSCILLOSCOPE 1310
DEVICE UNDER TEST — DESIGN / IMPLEMENTATION SUBJECT TO VALIDATION TIMING / BRAKE MEASUREMENT
O (PO B@'ER DISTRIBUTIO o L L )
IT = SRT [— ITIMEBASERIG V/DIVCH SELCRL
o TeRplA]ebcts o 6h
- [CH1||CH. [CH4
° INSTRUMENT SHELF of [ T 1= »
——————————————————————————————————————————— PROBE | EAD CHL. I -
_ ol DUT 1301 — A12 P/N/D APPLIANCE o] e = I [BNcuweuT PAREL |
;- -1 r
2 o } | A7 BRIDGE HN12 KERNELH A12 CORE | BREAKOUT [T o |eK="1krznomina A
- | 2?0 220 ?00 CONNECTOR L} 1o MEAY. TCLK = 1.0 ms supervisory cycle  ~ s
x ! 1302 s| TPAUSE = 25-1000 ms (TP-START 1372 to TP-DONE 1374
° NSTROMEY s (TP-§ to TP-DONE 1374)
LZD : |MAS1:;I;§ CLK I_TIMIZR;CTR H HW DEstlg. GATE H OUT;’L(I)T EN I H \ SEL.TEST 25250/ 5007 1000 ms
g ol I I . r 11| o] |ARCH: REQ. — MEASUREMENT RECORD REQUIRED
< 1| [ orienmmETe U7 sEQ. D117 LEDGER [ oc [IMITER H i -
ol GATE 400 [50eTH foo 000 [ o REF. OSC. 1311
) [T o e e My mp - | _ 111 K1 100 kHz REFERENCE
o|l scrrarss INTERNAL BUS / §IGNAL BACKPLANE EAS. BACKPLAN| 11| o D 1368
I 1303 (ISOLATED) 1 SIGNED TRACE
ol o RECORD 1313
‘ ODE SEL [1304 | | MERG. ISOLATION | GND 1306 1
o | (] _FESTASarE [ DISC SWITOHI (NR307 Ifo E. TRIPARTITE AUTH. VALIDATION
| 1 NO 2-OF-3 MODE — INDEPENDENT CRYPTO WORKFLOW
Ol 1o IRIS MODULE 410 CRYPTO VERIFIER 1330
L - e QA o PDYETRIC L TIRIS < 5 EBENENT — NOT Al VALIDATHD
el fElgﬁRT 1372:'1L = U
Jnn TB.DONE 1374  TP-OUT 1376 1l |AUTHOR”1Y TOKENl | CHALLENGE | FEVOC/REPLA
C. U7 BRAKE S ANCE = 4 D. COMPUTE-CAP MEAS. || INPUT 420 RESPi3al || VEC. 1332
TRANSIENT REC. | | VOLT DIFF. PROBE 1316 _| CAP CIRCUIT 1010_I_ |_POWER ANALYSH; | PEDAL 230 AV [ CONTINUITY METER 1320
F_AFEPED&EM TDORANL MONITOR — T T~ [ —oTLMITER To0T - = - mTK_‘MNPUT ¥ TP438 / TP439
CURRENT PROBE 1317 FPGARES. | 4B3
a @HRRENT MON. |SHUNT 1021| |—0AD STIM. 1022]_ E | —p L OGIC ANALYSER 1321
S 2 MON. 1923 PLC/AND GATE 400 MONITOR
o OTP-POWER-IN 1378 OTP-CAP-STATE 1380 TESTS: ALIVALID / EACH MISSING / EXPIRED IRIS
--------- 1.1x CAP INVALID SI& / REPLAY / STUCK PEDAL / BROKEN CONT.
/_ TIMING MIMATCH — AUTH_VALID ONLY WHEN ALL FRESH
TEST: NOM VOLT / MIN / MAX / TEMP CORNER / LOAD = OUTPUT: AUTH 440 MONITORED BY LA 1321
] NO 2-OF-3 F&LLBACK PERMITTED
SINGLE-CH FAULT — REQUIRED VERIFICATION AFACTVETEDOVE THRESHOLD PR !
PHYSTPOWERTENTFO T TOBEMEASURED
T
F. WD117 CRYPTO/FINALITY 1 G. NETWORK ISOLATION :I-g ENV./FAULT INJECTION
1
WRITE:ONCE ONEAWAY Y INTEGRITY 7 BDRYi%) _IROUTE TESTER 1340| | PORT SCAN 1341 | ENV. CHAMBER 1390 SUPPLY VAR. SRC 1391
! IT BOUNDARY 930 ROUTE TABLE INSPECT MP CONTRDER (CON NOM/MIN/MAX/TRANSIENT
700 CHAIN 720 |
] WIRELESS INV. 1342 | [ NS ADAPTER 1343 | FAULT-|NJ9%/|ATR|>< | | LOAD SIM. | | TAMPER SW. |
° at0g 00T LI worw Orsa ! |WI ! 1352 1393 Fix. 1394
w = Al L ! AAAURY | HB INTR SN, 1395 | | TEST COND. REG. 1396 |
| £ §13b RAW EGR N
| CHAIN VERIFY | |ATTEST. VERIFYl i TEST CORNERS AND SAMPLE COUNT
4343 = ! SSENPRURGE TMR 1345 DEFINED |m%§PROVED V&V PLAN
oM OVR-WR Fix fqmoreEmR. 1336] [ Rev.nv. Fix 1337 | 1 || EXPECTED: ZERO PROHIBITED ROU RO HAW EGRIS801 RGN PER CORNER / LOAD / SUPPLY
L -- S
I. EVIDENCE ACQUISITION / SIGNED DOSSIER RECORDS !
w EASURED EVIDENCE IS DISTINCT FROM DESIGN-INTENT STATEMENTS |
8 | ——77 . ___l-—-- —
z MEAS. WKSTN ONE-WAY SIGNED_ || CAL.CERT. HRAW-MEAS- [FEST PROTT —
o 1365 TRACE PKG|[| INST.IDs RECORD P/F CRIT.
s OUTSIDE DUT CMD PATHACAN 1366 1367 1368 1369
I
I ESBDERGE PABIGEM ERECORD 1373 —REQD / TEST-D / DUT-REV./ BITSTREAM HASH/ n:ls -ID / CAL / OPER / TIME / RAW / RESULT
|

J. TEST MATRIX — REQUIREMENT TO MEASUREMENT TRACEABILITY
TEST ID REQUIREMENT STIMULUS INSTRUMENT MEAS. POINTS PASS CRITERION RECORD
VV-CLK-001 1 kHz master clock Clock operation Oscilloscope 1310 TP-CLOCK 1370 fCLK / TCLK req. met 1313
[VV-PAUSE-001 Pause 25 ms Accepted packet Oscilloscope 1310 1372/1374 25 ms within tolerance 1313
-PAUSE-002 Pause 1000 ms Accepted packet Oscilloscope 1310 1372/1374 1000 ms within tolerance 1313
VV-U7-001 Severance <1.05 ms Fault pulse 1315 Transient rec. 1314 TP-A 1350/ TP-B 1360 TSEVER < 1.05 ms req. 1368
VV-CAP-001 Compute cap 1.1x Overload stim. 1022|Power anal. 1020 / 1023 TP-PWR 1378/ 1380 Cap enforced; no overage 1368
VV-AUTH-001 Al three factors All valid inputs Logic anal. 1321 Gate 400 / Auth 440 AUTH_VALID asserted 1368
E VV-AUTH-002 Factor missing Invalid combinations Logic anal. 1321 Gate 400 / Auth 440 No output; gate blocked 1368
':( -LEDGER-00 Chain integrity Event sequence Crypto verif. 1330 Audit port 754 SHA-3-512 chain valid 1368
E VV-ISO-001 No reverse command Rev. injection 1337 Boundary tester One-way 760 Reverse path blocked 1368
m VV-PRIV-001 No raw egress Point-cloud stimulus|  Egress coll. 1344 Privacy wall 850 0 raw bytes egress 1368
=
= CANONICAL METRIC DEFINITIONS REFERENCE NUMERALS SUMMARY]|
fCLK = 1 kHg nominal 200 A7 Bridge 220 N12 Kernel 300{A12 Core 320 Clock 322 Counter
TCLK = 1.0 fns supervisory cycle 340 Pause Gate 360 Output En 400 Tripartite 410 Iris 420 Authorit)
TPAUSE = 25 ms to 1000 ms inclusive 430 Pedal 432A/B Contacts 438/43P Test Pts 600 U7 610 Fault In
TPAUSE measured: TP-START 1372 to TR-DONE 1374 620 |solator 630 Rail 700 WD117 7R0 SHA-3-512 730 A10a Root
TSEVER < 1.05 ms (TP-A 1350 to TP-B 1360) 740 WORM 750 OTP 754 Audit 76¢ One-Way 850 Privacy Wall
TCLK # TSE|VER (supervisory vs severande) 870/872/874 3ZEROS 930 IT Bounfary 1000 OC Limiter 1010 Cag Ckt
1.1x baseling¢ compute-cap requirement 102q Pwr Anal 1021 Shunt 1022 Stjm 1023 Res Mon 1300 Bench
TIRIS < 5 s;[SHA-3-512; WORM/OTP finallty 1301 DUT 1302 Breakout 1303 Bagkplane 1304 Sel 1305 Isol Sw
NO REGULATORY / CLINICAL / CERT. ARPROVAL IMPLIED 131( Scope 1311 Ref Osc 1330 Crypto Ver 1340 Net Tester 1365 Wkstn

PRE-DEPLOYMENT VALIDATION, INSTRUMENTATION AND MEASUREMENT ARRANGEMENT

REQUIREMENT

FIG. 1

> CONTROLLED STIMULUS — CALIBRATED INSTRUMENT — RAW RECORD

1

DOCUMENTATION DOES NOT RAISE MATURITY; INDEPENDENT MEASUREMENT PROVIDES EVIDENCE

> TRACEABLE PASS/FAIL EVIDENCE

THIS DRAWING DEFINES A PROPOSED VERTFICATION ARRANGEMENT, NOT PROOF THAT TESTING HAS OCCURRED
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USPTO NONPROVISIONAL UTILITY APPLICATION -

NAIGE GOVERNANCE STATE MACHINE 100
DEFAULT TRANSITION ON UNCERTAINTY OR FAULT — P-LIFE 1.00 STILLNESS
s N\ e
e N S0 1000 — POWER-ON / HW SELF-TEST TAMIP) F4 1300 — TAMPER / A10a
F8 1230 — BYPASS ATTEMPT Check A10a root, clock, memory, 1/0 |- = »|___ _Tamper sensor/ trust fail, _ __
Direct Al-to-output prohibited. isolation, safety channels A10a invalid. —F6+ledger emrg L
—F1 or F6 (tamper class) \ L PASS—S1 | FAIL—F4 or F6 y, \ T 1
\\ J
b 1 PAss ! I I
( \ ( Y r + 1
F2 1210 — RAW EGRESS BLOCKaD \ S1 1010 — P-LIFE 1.00 STILLNESS | F5 1310 — LEDGER FAULT ||
SittcorPrivacy-at-856- Y > Default safe state. No actuator output. h—-----Y- - - Hash mismatth; seq:- disc.” - |
Raw ptcloud 823 blocked. YpHss READY + new advisory — S2 | WORM/OTP/ahti-rollback fail. |
CoM only. —F7+ledger VoS 7 | —F6; exec rlot permitted. I
. | J \ ¢ READY 1 I f 1h
\ N\ ! | | [ »)
: S$2 1020 — ADVISORY PROPOSAL RECV || 1, ' 1 B
| Al processor 110; proposal 130. F----1{-- - -FH-1360—+WD-:0SS-- || |k
| 4 | Zero actuation authority. | | HW heartbkat absent. I E
mal — | —|
F1 1200 — REJECTED L’ i 1L F6dnd F7 1B
Proposal/screening reject. - | | |
\ Reject Pat_hi-40- Record. i S3 1030 — A7 CONTROLLED INGRESS | | |
, Packet terminal. —S1+ledger 21 A7 bridge 200 / interface 210. q---r -ﬁffﬂgfo--_-(-:b Fic mishiarcHl'
Coh s 1k . i
éDVISORY ] INPRESS REGION 12(\) & 3 i : ‘| " 11 Arch tlenstonél m|tss1|ncon5|st. |
—| jor
1 | ANY_FAIL OK . oy )
|
I ! \\ S$4 1040 — N12 DETERMINISTIC SCREEN| ,'y d
: : N12 220: provenance, contradiction, BN g $4/N12 220/ SUBSTATE _ _
" i range, confidence, freshness. \‘mismat,m [ schema  H{ ProvENANCE |
i L ALL_PASS—S5 | ANY_FAIL—F1 ) i
| i| ((contrabicT. H{ Rrance |
1 I ¥ ALL_PASS 1o :
1 I N\ /1 1] ((Frestness H{ AccEPTIRES |
| | S5 1050 — DET. PACKET VALID f
1 1 Packet 230 latched. A12 300 ready. - tj-—l— 41 - - - - ALL- PASS -packet-230 - - - |
1 1 No execution authority yet. £1 ANY_FAIL -} reject 240
1 | =2 i i g1 ! — S1 + ledger event
| I A12_READY a1
s N\ n
: : % S6 1060 — SACRED PAUSE / HW HOLD " E S6 PAUSE PUBSTATE P
° 4 9. ARM COUNT_ DONE
| _STAuTHSussTIE | & LKz | ToLket o L [amab cour oL bone
+ { - - COMPLHTE—-S7
Q ACQUIRE J{Festiness ] "T’ PROSSESBRALRTES, SIOL Al YFe ) \\ 1 i TIMING_FAULT—F6
T ]
[I coiNcIDE_J{AUTH_VALID] . * PAUSE_OK Sttt &
HRIS<Se L3 rog, = £ 1070 — TRIPARTITE AUTH CHECK T : t
iTIE SOVERNANG REGIQ“ 1§6 Gate 400; iris 410, token 420, Wi : A !
(1 ) i oy |
| F31220 — AUTH INVALID L g e 1 6 1320 — U7 SOVEREIGN BRAKE
| Missing factoy, iris gxplred, (i hout ™ — )1 : U7 600, trigger 610,
fail, pedal ‘ AUTH OK ! isolator 620, rail 630. Y
h - 1, TBEVER<1.05ms TP-A 1350TP-B 1360
4 /10,
S8 1080 — FSM/KCL SAFE oy TC'—E;;ﬁg\éSR
re-arm \_ CANONICAL METRICS
( 3 \ IPELK = 1 kHz nominal HW master clock.
F7 1330 — FAIL-LOUD ALARM ! [ TOLK = 1.0 ms supervisory cycle.
Alarm 940 indep. of network. ‘/ TPAUSE = 25-1000 ms inclusive.
Alert human operator 900. 500: actuator 540.  fl.... ) | TSEVER <1.05ms TP-A 1350-TP-B 1360.
{ No auto re-arm. ) AUSHRRVBRIY monitored. | TELK S SUPERYIS, R ol KBTREVER,
— 1 B
p MPLETE—S10 | FAULT—F6 J 'l gl +0.05mm pos. tol. (where applic.);
- < ' ‘ COMPLETE it [ierk mm/s® embodiment-specific/TBD.
F9 1340 — SAFE-STATE VERIFY) > N 21 [ Ledger: SHA-3-512; WORM/OTP final.
Verify: rail isolated, motion /,/ $10 1100 — WD117 FORENSIC COMMIT |1 [ Design req. until indep. measured.
irdi v Ledger 700; SHA-3-512 720; A10a 730.  [----" &4 | Ref: 100,200,220,322,340,350.360,
stopped/held, actuator disabled, . g ) . 1| 400-440 500540 600-630.700-760
fault latched, ledger captured. COMMIW%R 784101 ﬁgg g??ault = g: - - - -
| SAFE_VERIFIED—F10 | -F6/F7 | \ = 1 COI\E:IMIT o; J @,
FAILSAFE F¢REMSIGREGION 37q @
:l?o IggCT S$11 1110 — EXEC COMPLETE
F1O 1350 — RE-ARM PENDlNG ’;4 Output gate closed. Safe state verified. =
No auto restart. 4 — 31 ) =]
1 Fault cleared, safe verified, =
REQUIRED CHECK NORMAL EXIT FAILURE EXIT OUTPUT AUTHORITY
Vo Gclualor, Ta open N‘wLﬁvm‘ L3 T NONE
AUSETAU Faul>F3/F6 NONE until S9
| AUTH_VALID 440 cont. mon. LUMMIIJJKﬂ T Drop—F6 BOUNDED EXEC

NO AUTOMR EVIOUS PACRET
CLEARED — SAFE VERIFIED - HUMAN RE AUTH — NEW PROPOSAL — S1
DEFAULT STATE: STILLNESS — AUTHORITY ENTERS ONLY THROUGH HUMAN COMMITMENT — EVERY TRANSITION IS RECORDED

ON UNCERTAINTY, FAULT, TAMPER, TIMEOUT OR INTEGRITY FAILURE: REJECT, BRAKE, FAIL LOUD, VERIFY SAFE, REQUIRE RE-AUTHORIZATION

FIG. 12
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